HAIDER ISSA

Senior Full-Stack & Backend Engineer | Information Systems Engineer

Tartus, Syria | +963 993 604 232 | haider.ali.issa@gmail.com | linkedin.com/in/haider-issa-b9476411a

PROFESSIONAL SUMMARY

Results-driven Information Systems & Software Engineer with over 8 years of hands-on experience designing, developing, and
deploying scalable web applications, cloud solutions, and workflow automations. Proven track record of engineering 30+ end-
to-end software projects spanning ERP/POS financial systems, automated site-generation engines, and Al-powered tools.
Specialized in backend architecture with Laravel, PHP, MySQL, and PostgreSQL, alongside modern frontend development using
React, Inertia.js, and Tailwind CSS. Recognized for strong technical expertise in ZATCA e-invoicing compliance, web application
hardening, performance optimization, and Al/RAG integration using n8n and LLMs.

TECHNICAL SKILLS

e Backend Development: PHP, Laravel, Pure PHP, CRUDBooster, Node.js, RESTful APIs Architecture, Microservices, Multi-
tenancy Architecture.

e Frontend Development: JavaScript (ES6+), React.js, Inertia.js, HTML5, CSS3, Tailwind CSS, Bootstrap, jQuery.

e Databases & Optimization: MySQL, PostgreSQL, Schema Design, Indexing, Query Optimization, Migrations & Seeders.

e Web Security & Hardening: Content Security Policy (CSP), Honeypot Protection, Rate Limiting, Input Sanitization, HTTPS
Redirects, OWASP Mitigation.

e Performance & Speed: Server-Side Caching, Query Profiling, Asset Bundling (Vite), WebP Image Processing, Lazy Loading.

e Al & Automation Workflows: n8n Workflows, OpenAl APIs, Retrieval-Augmented Generation (RAG), Vector DBs
(pgvector), Webhooks, GitHub Copilot, Claude Al.

e Software Engineering Principles: SDLC, System Analysis & Architecture, Database Administration, QA Testing, Adaptability
to learn new tech stacks rapidly.

WORK EXPERIENCE

Senior Web & Systems Engineer | Voila Digital Company2018 — Present (8+ Years)

e  End-to-End Delivery: Led full Software Development Life Cycle (SDLC) for 30+ internal and client software projects,
handling system analysis, schema design, core development, testing, and deployment.

e Backend Engineering: Architected and optimized secure, scalable backend applications using Laravel, PHP, and
MySQL/PostgreSQL, implementing robust RESTful APIs and multi-tenant structures.

e Security & Performance: Implemented strict web security policies (CSP headers, honeypots, rate limiting, data
sanitization) and applied aggressive performance optimization techniques to drastically improve page speed.

e  Workflow Automation: Engineered automated workflow pipelines using n8n for automated lead generation from
LinkedIn, custom CRM integrations, and data processing.

e Company Infrastructure: Designed and maintained Voila Digital's official portal (voila.digital) with integrated marketing
tools and lead capture mechanisms.

KEY PROJECTS SHOWCASE

CloudSellPOS - Cloud Accounting & POS System (cloudsellpos.com)

e Core Architecture: Architected a comprehensive cloud-based ERP & POS platform adhering strictly to international
accounting standards.



e ZATCA Compliance: Successfully engineered and integrated digital signing, XAdES verification, XML UBL 2.1 compliance for
Phase 2 e-invoicing integration with the Saudi Tax, Zakat and Customs Authority (ZATCA).

e Financial Al Assistant: Developed CloudSell Copilot, an embedded Al-powered financial assistant delivering instant
financial analytics and automated business insights.

MagicBoo — Automated Site Generation Platform

e Template Engine: Engineered a dynamic web platform enabling instant multi-sector site generation based on pre-
configured modular templates and automated backend setups.

Enterprise Al & RAG Workflows (n8n Integration)

e Al Automation: Built n8n automated pipelines for retrieving high-intent leads from social platforms, storing embeddings in
pgvector, and deploying contextual RAG documentation chatbots.

EDUCATION

Bachelor's Degree in Information Systems & Software Engineering
Faculty of Information Technology Engineering, Damascus University Graduated: 2014

SOFT SKILLS & LANGUAGES

e  Soft Skills: Time Management & Strict Deadline Adherence, Analytical Problem Solving, Agile Teamwork & Collaboration,
Continuous Self-Learning.
e Languages: Arabic (Native), English (Good / Professional Working Proficiency).



